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Dynamic configuration of a secure 
processing unit Dr >pe itions in various 

t S 5 a ; < \ cnouctor Corpc it 

This device authentication key is registered with the CA when the device is ... 
the configuration vector before the it is transmitted to the certification ... 

[application] System and method for gaming-content configuration and management system 

I 3 P r v > 3 225,770 - Filed Sep 12, 2005 

Specifically, in one preferred embodiment, the certification process offered 
ensures authentication and non- repudiation of the casino operator designed web ... 

[application] System and method for testing and certifyin g products 

US Par. App 10/814,599 - Filed Mar 31, 2004 

Ix Dual firmware images Dual configuration images Wake on LAN (WoL) Wake on ... 
Ix authentication protocol. NOTE: This certification has been superceded by ... 

[application! Controlled access iayer system and method 

Specifically, in one preferred embodiment, the certification process offered 
ensures authentication and non- repudiation of the casino operator designed web ... 

Method and system for component authentication of a vehicle 

US Pat. 713 :005 • Filed Jun 28, 2002 - Motorola, inc. 

Only some uses of a component in a other configuration elements in the vehicle 
... The of computing functions and may include a number of certification ... 

Anonymity serve r 

v - ' ^ ^ ,o^0^ ^v; Corporation 

If the cryptographic device is configured to maintain counter traffic analysis 

software and/or firmware, an additional authentication operation may be ... 



Metho d and system for vehicle authentication of a remote access device 

US P 1816 File /ioioro 

A vehicle obtains from a certification authority a certification that an ... 

number of hardware, firmware or software elements within the vehicle including, ... 



[application] CONTROLLED ACCESS SWITCH 

v ^ v — ^ 

Specifically, in one preferred embodiment, the certification process offered 
ensures authentication and non- repudiation of the casino operator designed web ... 

* CONTROLLED ACCESS SWITCH 

Specifically, in one preferred embodiment, the certification process offered 
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ensures authentication and non- repudiation of the casino operator designed web ... 
Authentication of vehicle components 

The internal live component by obtaining from a certification authority a 55 ... 
certification that an authentic component is associated with firmware or ... 

Method and system for vehicle subassembly authe ntication of a component 

The vehicle subassembly also obtains from a certification authority a ... a number 
of hardware, firmware or software elements within the vehicle including, ... 

Updatin g electronic files using byte-level file differencing and updating 
US Pa 096 5 Filed Sep 30, 2002 - InnoPath Software, inc. 
This support is provided for all device software ranging from firmware to ... 
billing server 21 4, logging server 21 6, and authentication server 21 8. ... 

[application] SECURITY GATEWAY UTILIZING SSL PROTOCOL PROTECTION AND 
RELATED METHOD 

US Pat App 10/904,470 - Filed Nov 1 1 , 2004 

The certification data can be detected by the computer system 102, 142 or uploaded 
by the user. On the contrary, if the ID authentication data is not ... 

[application] Method and system for vehicie authentication of a component using key 
sepa ration 

US Pat. App 10/184,570 ■■ Filed Jun 28, 2002 

And by providing a component separately from the certification that allows for 
authentication of the component, the component is rendered inoperable if ... 

[application] Trusted remote firmware interface 

US ' r App : 0/643,603 - Filed Aug 21, 2003 

This comprises an authentication challenge. In response to the challenge, caller 
computer 1 02 ... Verisign) that hosts a certification revocation list 41 0. ... 

[application] Storage area network (san) security 

v ogles 

[0091] Step 602 responds to the detection of the announcement of a new host 1 by 
calling for an authentication certification test in step 608. ... 

\H c 3 , ' < ' vehjcje 

The configuration elements embodiment of the present invention; ... The present 
invention provides an effective means of firmware or software elements ... 

[application] Remote management and provisioning of a system across a network based 
i ection 

US Pat, App 10/812A13 ■ Filed Ma; 30, 2001 • Intel Corporation 

The firmware may be, for example, an Extensible Firmware Interface ... be used 

for platform authentication, platform attestation and certification of keys. ... 

Automatic broker tools and techniques 

US Pat, 6343738 - Filed Apr IS, 2000 
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The physical configuration represents data and instructions which cause the ... 
SDKs, assembly, firmware, microcode, 55 and/or other languages and tools. ... 

[apf t ' i Dy namic certification of components 

The certification service may also analyze the configuration information and testing 
... software, firmware, or the like. The installed program code may ... 

[application] Dynamic addressing (DA) using a centralized DA Manager 

Following authentication the upgrade server 204, as the manager of client device 
configuration data, identifies the current versions of embedded software ... 

[application] Wireless communication device and setup method 

b . ; -v o 1 - 507 - Filed Nov 16, 2005 - Brother Kogyo (a shiki Kaisha 
Then, the main control unit 1 0 judges whether the firmware of the wireless ... 
the encryption key, and the authentication and encryption schemes are ... 

Control channel security for realm specific internet protocol 

^ • v ' % > ...j 9 2000 - 3Com Corporation 

If the RSIP which is preferably signed by one of the certification gateway receives a 
... Integrity is also provided by the software, hardware or firmware ... 

Host certification method and system 

j 0 Aug 27, 2001 -DPHI Acquisitions, Inc. 

Another configuration performed by an ... According to a host authentication 
procedure 81 0, block 804 provides for a host to deliver a certificate ... 

[application] Methods and apparatuses for configuring products 

13 illustrates the messages transmitted between a configuration server and a device 
... The server sends a POD authentication request (601) to the device; ... 

Total object processing system and method with assembly line features and ... 

US Pat. 5742823 - Filed Jan 17, 1996 - Nathen P. Edwards 

Certification coder 64 of facility 50 ,n "4 mentioned above, ... tolled by firmware 

or hardware so as to prevent alteration an applicaton under development. ... 

[.application] Device memory management during electronic file updating 

US Pai App 10/298,456 • Filed Nov IS, 2002 

This support is provided for all device software ranging from firmware to ... 
billing server 21 4, logging server 21 6, and authentication server 21 8. ... 

[.application] Device memory management during eiectronic file updating 

US Pai App 1 1/187,363 - Filed Jul 22. 2005 

This support is provided for all device software ranging from firmware to ... 
billing server 21 4, logging server 21 6, and authentication server 21 8. ... 

[.application] Generating difference fil es using moduie inform ation of embedded software 

US Pai. App 11 /1 83.663 -"Filed Jul 17 : 2005 

This support is provided for all device software ranging from firmware to ... 
billing server 21 4, logging server 21 6, and authentication server 21 8. ... 
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[application] G enerating difference files using moduie information of embedded software ... 

US Pat. App ;G/?88 ; 333 - Filed Nov 18 : 2003 

This support is provided for all device software ranging from firmware to ... 
billing server 21 4, logging server 216, and authentication server 21 8. ... 

Personal computer ROM sc an s tart up pro tection 

US Pat V "Sod M 3; . ;02o - hne:na^o::ai Bu^ne^ M&eh;ne:v oo rV 
This firmware provided an operational interface between a user's application ... 
that the adapter ROM is valid by running various authentication mechanisms. ... 

[application] Host certification method and system 

Another configuration performed by an ... According to a host authentication 
procedure 81 0, block 804 provides for a host to deliver a certificate ... 

Automatic broker tools and techniques 

US Pat 6547134- Filed Dec 5, £001 

The physical configuration represents data and 45 instructions which cause ... 
APIs, SDKs, assembly, firmware, microcode, and/or other languages and tools. ... 

[application] D ynam ic addressing (DA) using a centralized DA manager 

. - v - % e 51 1 - Fned Feb 1 « 2005 

Following authentication the upgrade server 204, as the manager of client device 
configuration data, identifies the current ... 

[application] .CRYPTOGRAPH 

US Pat App 11/273,235 - Filed Apr 1 0 ; 2006 - HONEYWELL INTERNATIONAL INC. 
Ideally, for security reasons, an optical channel or connection may be used for 
ease of certification. Authentication device 120 may use this same non-RF ... 

Secure access method and system 

, > * "^Hl Acquisitions, Inc. 

Another configuration performed by an ... According to a host authentication 
procedure 81 0, block 804 provides for a host to deliver a certificate ... 

[application] Communication apparatus, communication system, communication apparatus 

V ; 1 0/938,56: i ) 1 3 : 2 
Based on configuration of the lower-level apparatus 20, relationship between the 
... In this operation, one-directional authentication is adopted, that is, ... 

[application] Integrating telephonic service providers 

US Pat App 11/157,643 ■ Tiled Jut 3d, 3005 

Authentication module 240 further authorizes access to other provider ... 
firmware) may be employed depending on the particular configuration of the data ... 

[application] Method and architecture for security key generation and distribution within 

The CA does not generate public keys, but rather provides authentication ... 
trusted platform configuration (ie, selected trusted platform firmware and/or ... 

[application] System and method for detecting unauthorized copying of encrypted data 

US Pai App 3 9<i0, : * - Filed Ata 27. \ \ ■ -^n . inc. 
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Another configuration performed by an ... According to a host authentication 
procedure 81 0, block 804 provides for a host to deliver a certificate ... 

[app! ' ivVJ ot s and apparatuses fur configuring products 

After the probe is connected to the host (321), the firmware of the host (321) 
... (303) from an online certification store, or a database on an intranet, ... 

Platform and method for securely transmitting an authorization secret 

S at. 63 806i ed De 
... the processor 220. and controls the authentication process of the platform 1 00. 
... a Universal Serial Bus (USB), a Firmware Hub bus, or employ multiple ... 

[application] Reconfigurable key search engine 

US Pat App 1 1/081 ,000 ■ Filed Mar 16, 2005 

... network standards through an interoperability testing and certification program. 
... devices but it requires a firmware or driver upgrade to do so. ... 

[application] Secure single sign-on to operating system via power-on password 
S at p 1 3 994,620 - Filed Nov 22, 2004 - Internationa! Business Machines Corporation 
[0026] The TPM offers protected storage, platform authentication, ... certification 
by a recognized authority that the platform can be trusted for an ... 

[application] Secure access method and system 

US Pat App 9/940,083 - Filed Aug 27, 2001 

Certificate 31 8 provides an authentication portion of the protocols, and establishes 
... in hardware and firmware, but also by embodying cryptographic keys. ... 

[application] Revocation m ethod and appa ratus for secure content 

US Pat App 9/939,896 ■ Filed Auq 27, 200 1 

Certificate 318 provides an authentication portion of the protocols, and establishes 
... in hardware and firmware, but also by embodying cryptographic keys. ... 

[application] Key transformation unit for a tamper resistant module 

US Pat App 1 1/729,009 ■ Filed Mar 29, 2007 

The authentication process as described herein is performed by CPU 1101. [0082] 
FIG. 1 1 also shows a possible configuration for the integrated circuit chip ... 

[.application] System and method for identifying vendors of hidden content 

Certificate 31 8 provides an authentication portion of the protocols, and establishes 
... in hardware and firmware, but also by embodying cryptographic keys. ... 

["tii 1 tion J i ucynq \re hod ana system for data on media 

In one embodiment, engine 308 supports security through the methods implemented 
in hardware and firmware, but also by embodying cryptographic keys. ... 

[.application] Mastering process and system for secure content 

US Pat Aop ^S-39,000 - * Aug 27, 

Certificate 31 8 provides an authentication portion of the protocols, and establishes 
... in hardware and firmware, but also by embodying cryptographic keys. ... 
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[PDF] Deli PowerConnect 3400 Series Switches 

o ^ v PDF/ Adobe Acrobat - View as HTML 
RADIUS and TACACS+ support enables centralized, remote authentication of 
administrative access to .... TFTP transfers of firmware and configuration files; ... 

www\dei!.eom/dowaloads/g^ - Similar pages 

[PDF] NETASQ Firewall Manager 

PDF/ Adobe Acrobat - View as HTML 
Criteria certification, NETASQ has taken steps to include the. configuration ... 
Authentication. 6 Configuration (SSL, Radius, Kerberos, SPNEGO, NTLM) ... 

ma v N ^df/na„tds„FManager„0605_V6_en.pdf - - . . . m 

[PDF] IPSec 1 2 Certification Report For 3Com Corporation 3Com X-Famiiy 
He Formal. PDF/Adobe Acrobat - View as HTML 

family of products for certification, the vendor must attest that:, v The vendor designs and 
maintains control over the entire set of hardware, firmware, ... 

" nppingPointJPSECJ ,2JLabJReportpd s 

[pdf] Devicescape Wireless Infrastructure Platform 

i PDF/Adobe Acrobat - View a s HTML 

reference standards in the Wi-Fi Alliance's certification test bed Firmware upgrade. • 

Configuration file, management. guEstaCCEss Control ... 

vvww .devicescape com/as<j.ete/DSJ3ATA_ WiP _3.pdf ■■ Similar pages 
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PDF/Adobe Acrobat - View as HTML 
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report for the product's evaluated configuration and for ... 

wvvvv.dsd.gov.ao/hbra^ Similar pages 

[pdf] ZyXEL ZyWALL 35 firmware 4.01 

mie Former: PDF/Adobe Acrobat - View as HTML 

Configuration Guide. ZyXEL ZyWALL 35. firmware 4.01. WebSite:. 

http://www.thegreenbow.com .... We'll be using ZyWALL built in Certification Authority. ... 

www.megresnbow.com/doc/tejbyp::. .ca..p:yxel35.. en. pdf - Similar pages 

[pdf] Common Criteria Certification Report No. CRP238 

t PDF/Adobe Acrobat - View as HTML 

In the evaluated configuration, an external authentication server (e.g. RADIUS) .... 
Hardware and Firmware Dependencies. 52. The TOE is software only, ... 

vvvvv . cesg go v . a K c ^ 

[pdf] RSA Secured Implementation Guide 

Flic c.:: PDF/Adobe Acrobat - View as HTML 

Partner Product Requirements: FirePass Appliance. Firmware Version ... From the Master 
Group configuration page, click the Authentication tab. ... 

www.f5.corn/pdi/d8ploym^eai--guide:aa38a : irepa3sa1g.pd; - Similar pages 

[pdf] Access 

a ^ PDF/Adobe Acrobat - View as HTML 

User authentication is carried out. using any standard-based RADIUS server Firmware 

& Configuration file upgrade/ backup via TFTP server ... 
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[PDFj Trakker Antares Firmware Version 8.02 Addendum 

— - PDF/Adobe Acrobat - View as HTML 
"Configuration Command Reference," in the 2400 Family system, manual. 4 Exit the menu 
system and save all changes. 5 When the terminal is authenticated, ... 

epsn!e.s.inh?n^ec.conx / eps..;Nies/ftps.j-r!afi/94100000': pdf ■■ SipiiM.POgop 

[PDF] CompTIA Security* Examination Objectives 

File? or>> PDF/Adobe Acrobat - View as HTML 
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o ^ : PDF/Adobe Acrobat - View as HTML 
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[PDF] Release Notes Template 

He Forma; PDF/Adobe Acrobat - View as HTML 

using 802. 1x Authentication with dynamic VLANs, you MUST change the RADIUS 
configuration from sending. VLANs in hexadecimal string to sending VLANs in ... 

support/reinotes/rn_81 42-G7.pdf - S - N p 
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' . PDF/Adobe Acrobat - View as HTML 
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[pdf] F!PS 140-2 Security Policy Thaies Datacryptor Gigabit Firmware , 
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; PDF/Adobe Acrobat - view a* HTML 
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Configuration Backup, v Fortinet Support Registration. •. FortiGuard Distribution Network, v 
Antivirus and IPS Signature Updates, v Firmware Maintenance ... 

Si^Mr pages 

[PDFj Certification Report 

Fife Fen^j PDF/Adobe Acrobat - View as HTML 

for every functional unit configuration of Multi Function Device (hereafter referred to. as 
MFD). TOE is provided as a kit of upgrading firmware of MFD. ... 

wwvvJpa.go.jp/r/i-ounf;^ ■ Similar pages 

[pdf] Product Specification s 

s «o : ■ •: fiu:i PDF/Adobe Acrobat - View as HTML 

HTTP-based. Upgrading firmware by HTTP (HeperText Transfer Protocol). Configuration 
backup. The configuration settings of the AP can be backed up to a file ... 

o % v ;>df/WLG-530BXLE.pdf - Simmr pages 

[pdf] Certification Report jBM AjX 5L for POWER 5.2 BSI-DSZ-CC-21 7-2003 

- ,\ PDF/Adobe Acrobat 

The default configuration for identification and authentication is to be .... The hardware and 
the BootProm firmware are considered not to be part of the ... 

t'reporte/0217a ,>o* s ^ 

[pdf] RSA Securl D Ready Impjementation Guide 

1 o ^ % > \ PDF/Adobe Acrobat - View a s HTML 

The configuration page for Authentication Manger "ACE Server" appears. ... Certification 
Environment. Product Name. Version Information. Operating System ... 
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[pdf] Release Notes for Cisco Aironet 1200 Series Access Points Running ... 

- , PDF/Adobe Acrobat - View as HTML 

Select WEP Key 1 as Transmit Key for EAP Authentication. OL-3641-01. Limitations and 
Restrictions. •. Draft 7— No radio firmware versions compliant with ... 
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[pdf] 4622 Getting Started Guide 

PDF/ Adobe Acrobat - View as HTML 
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